


Case Study  

BlackBerry and BeSafe Help Istituto Zooprofilattico Achieve 
Its Mission to Ensure the Safety of Italy’s Food Supply

 

Istituto Zooprofilattico   

Industry:  
Government Veterinary Health Institute         

Deployment  
760 endpoints 

Location:  
Teramo, Italy

Product:  
BlackBerry® Protect, 
BlackBerry® Optics

Website:  
www.izs.it/IZS

Author’s Note: BlackBerry completed its acquisition of Cylance on February 21, 2019. BeSafe 
has since become a BlackBerry partner and is currently selling the CylancePROTECT® and 
CylanceOPTICS® solutions under the newly rebranded names BlackBerry® Protect and BlackBerry® 
Optics. All references to the Cylance organization and its branded products and services in this case 
study utilize BlackBerry branding.

Italy is renowned for its rich cultural heritage and the freshness and variety of its 
regional cuisines. While Italians are eating less meat than in previous years, beef, 
chicken, turkey, lamb, and pork remain popular staples of the Italian diet. To ensure 
these meat products are safe for consumption, Italy’s Ministry of Health maintains 
ten regional veterinary public health institutes, known as Istituti Zooprofilattici 
Sperimentali (IIZZSS). There, veterinary medical staff, biologists, chemists, and 
laboratory technicians support the Ministry’s “from farm to fork” approach to food 
safety by tracking the registration, identification, health controls and epidemiological 
history of every farm animal in Italy. 

One of the most prominent institutes is BlackBerry customer Istituto Zooprofilattico 
Sperimentale Abruzzo and  Molise in Teramo (IZSAM), which provides technical 
and scientific services to veterinarians in Italy’s Abruzzo and Molise regions and 
supports Italy’s Ministry of Health by serving as a National Reference Center for 

 http://www.izs.it/IZS/
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many animal diseases. As a National Service Center for Veterinarian Information 
Systems, IZSAM also manages the National Database for Animal Identification and 
Registration (BDN), and the Information Systems for Animal Health (VETINFO) and 
Electronic Veterinary Prescriptions (REV), on behalf of the Ministry of Health. “We’re 
also responsible for ensuring the integrity and availability of all BDN, VETINFO and 
REV data by managing the 80 physical servers and 570 virtual servers hosted in our 
Tier III data center,” says IT Department Coordinator Daniele Zippo. “This is vital to 
the national interest because the Ministry of Health relies on this data to monitor 
compliance with the government’s food safety policies and their impact on the 
nation’s healthcare system.”

For example, Italy’s National Institute of Health (ISS) has mandated a 30% 
reduction in the veterinary sector’s use of antibiotics in its National Action Plan on 
Antimicrobial Resistance (PNCR)1. According to the ISS2, some 50% of the antibiotics 
currently consumed in Italy are used on chicken, turkey, and pig farms. Reducing 
antibiotic use is a national priority because Italians account for nearly a third of 
the 33,000 continental Europeans who die each year due to health complications 
caused by antibiotic resistance3. 

“The PNCR requires all veterinary medicinal products to be tracked from production 
to consumption by the animal. The entire value chain is being digitized,” says Zippo. 
To accomplish this, the Ministry of Health made it compulsory for veterinarians to 
issue prescriptions electronically, and to record all treatment outcomes in the REV 
database. “Our scientists analyze this data in combination with the other data we 
manage to identify evidence-based treatments that produce good outcomes without 
excessive use of medications that are vital to human health,” says Zippo. 

Diagnosing A Problem
Given the strategic importance of BDN and REV data, Zippo was rightfully concerned 
when IZSAM began experiencing a series of ransomware and SQL injection attacks 
in 2018. “After our legacy signature-based AV defenses failed us, we began looking 
for a more capable endpoint security solution. BeSafe suggested we consider 
BlackBerry® Protect.” 

BlackBerry partner BeSafe had performed its own security market appraisal two 
years before, when it began a strategic shift in focus from infrastructure consulting 
to managed security services. According to Chief Technology Officer Maurizio 
Bertaboni, “The security market in Italy had become stagnant. Most MSSPs were 
still using legacy technology. We resolved to differentiate ourselves by offering 
endpoint security solutions based on artificial intelligence.”

Bertaboni and his team assessed candidate solutions from the leading next-gen 
vendors. “We work hard to earn our customers’ trust, so we’re very selective about 
the products we include in our service portfolio,” he says. “They must be effective, 
easy to manage, and have a spotless reputation for customer support. We made 
the right decision when we chose BlackBerry Protect and BlackBerry® Optics.”

“We made the right 
decision when we 
chose BlackBerry 
Protect and 
BlackBerry Optics.”
- Daniele Zippo

IT Department Coordinator,
Istituto Zooprofilattico 
Sperimentale in Teramo

https://www.besafe.it/en/
https://www.blackberry.com/us/en/products/blackberry-protect
https://www.blackberry.com/us/en/products/blackberry-optics
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“BlackBerry 
Protect blocked 
the JavaScript 
and prevented the 
malware�file�from�
executing. This 
was an impressive 
performance.�In�two�
days, we progressed 
from�Proof�of�Concept�
to�Proof�of�Value.”�              

A Prescription For Security
In September 2018, BeSafe and IZSAM kicked off phase one of a planned 30-day 
Proof of Concept (POC) evaluation of Blackberry Protect and Blackberry Optics. On 
day 2, an IZSAM employee inadvertently infected their Windows® desktop PC with 
ransomware by opening a weaponized document attached to a phishing email. 

According to Zippo, “It was a zero-day threat that utilized malicious JavaScript to 
drop the payload to disk. Our legacy AV let the attack through without even alerting 
us. BlackBerry Protect detected it immediately. As soon as auto-quarantine was 
enabled, BlackBerry Protect blocked the JavaScript and prevented the malware file 
from executing. This was an impressive performance. In two days, we progressed 
from Proof of Concept to Proof of Value.”

Over the next three months, IZSAM deployed BlackBerry Protect on more than 700 
systems with the able assistance of BeSafe engineers. “We advanced quickly by 
leveraging BeSafe’s expertise and the security policy configurations they designed 
for the POC,” says Zippo. “Thanks to their efforts, the transition from planning 
to production was seamless. We haven’t experienced a single endpoint security 
incident since deploying BlackBerry Protect.” 

Having achieved the state of prevention, Zippo and his team were ready to begin 
implementing BlackBerry Optics.

Preventing Security Incidents with BlackBerry Optics 
IZSAM developers make extensive use of PowerShell scripts to automate routine 
administrative tasks. Unfortunately, threat groups are increasingly exploiting 
PowerShell and other legitimate system services to launch fileless attacks capable 
of elevating privileges, achieving persistence, and moving laterally across a network. 
To evade detection, threat actors often utilize obfuscation, encoded commands, 
and other techniques to conceal their malicious intent.

To combat these attacks, Zippo and his team customized BlackBerry Optics 
PowerShell detection rules and automated forensic data collection and remediation 
responses to its environment. “As soon as we finish, we plan to implement 
BlackBerry Optics version 2.4” says Zippo. Among other advanced features, the new 
release includes enhanced PowerShell introspection capabilities and automated 
MITRE ATT&CK® detection and response playbooks.

No one can predict with certainty the degree to which the government’s food 
safety initiatives will improve the health of Italians in the decades to come. What is 
certain, however, is that the data required to monitor those improvements and refine 
those policies will remain available and secure thanks to the partnership between 
BlackBerry, BeSafe, and IZSAM.

- Daniele Zippo

IT Department Coordinator,
Istituto Zooprofilattico 
Sperimentale in Teramo

https://blogs.blackberry.com/en/2019/06/a-uniquely-intelligent-approach-to-combating-fileless-attacks
https://blogs.blackberry.com/en/2018/09/unpacking-a-packer-powershell-obfuscation-using-securestring
https://www.blackberry.com/content/dam/cylance/documents/pdf/whats-new-cylanceprotect-and-cylanceoptics.pdf
https://blogs.blackberry.com/en/2020/04/blackberry-outperforms-on-the-mitre-attack-framework-testing


About BlackBerry 

BlackBerry (NYSE: BB; TSX: BB) provides intelligent security software and services to enterprises and 
governments around the world. The company secures more than 500M endpoints including 150M cars 
on the road today. Based in Waterloo, Ontario, the company leverages AI and machine learning to deliver 
innovative solutions in the areas of cybersecurity, safety and data privacy solutions, and is a leader in 
the areas of endpoint security management, encryption, and embedded systems. BlackBerry’s vision is 
clear — to secure a connected future you can trust. 

For more information, visit BlackBerry.com and follow @BlackBerry. 
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BeSafe is an organisation specialized in the design and management of IT security 
infrastructures.

The state-of-the-art solutions they offer and their working methodology are matched 
by their rapid response time, availability, and effectiveness in solving problems. 
These are the foundations on which BeSafe has built its success stories over the 
years and which amply satisfy their customers’ needs.

They are based in the northern Italian city of Brescia and are highly regarded for 
their professionalism and customer service.

BeSafe is a BlackBerry Partner with many years of experience designing and 
delivering EPP/EDR solutions such as BlackBerry PROTECT and BlackBerry OPTICS. 
They are BlackBerry’s first Italian accredited partner for BlackBerry® Protect and 
BlackBerry® Optics. As an MSSP partner, BeSafe delivers solutions to customers, 
professional services, and training if required.

1National Action Plan on Antimicrobial Resistance (PNCR)
2Antibiotics, 50% consumption in Italy is in farms 
3Italy top for antibiotics resistance

“We haven’t 
experienced a 
single endpoint 
security incident 
since deploying 
BlackBerry Protect.”
- Daniele Zippo

IT Department Coordinator,
Istituto Zooprofilattico 
Sperimentale in Teramo

https://www.facebook.com/BlackBerry/
https://twitter.com/BlackBerry
https://www.linkedin.com/company/blackberry/
https://www.youtube.com/user/BlackBerry
https://www.blackberry.com/
https://twitter.com/BlackBerry
http://www.salute.gov.it/imgs/C_17_opuscoliPoster_362_ulterioriallegati_ulterioreallegato_0_alleg.pdf
http://www.ansa.it/canale_saluteebenessere/notizie/sanita/2019/08/23/antibiotici-50-consumo-in-italia-e-negli-allevamenti_67fe861c-55c0-4048-87e3-87e14e31af99.html
https://www.ansa.it/english/news/science_tecnology/2019/03/13/italy-top-for-antibiotics-resistance_f0042073-b347-4787-978c-2e642c0255d1.html
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