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Atakama’s security solution is designed to keep business data safe from attacks, 
even when other security fails.

TECHNICAL  
DE TAILS  
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Existing encryption solutions are cumbersome, missplaced,     
and ineffective.
Traditional encryption solutions are heavily dependent on identity and access management controls. 
User-credentialed applications, group privileges, and third-party data entitlements all require login 
credentials, which when successfully entered allow the “authorized” user to access everything they have 
been permissioned to see. Organizations that continue to associate these access controls with information 
security will eventually experience devastating results. Atakama’s multi-factor encryption is far more secure 
than the standard tools.

Encryption Without Passwords. Files are 
encrypted based on policy. This convenient 
user experience makes it easy and self-
explanatory for employee adoption.

Distributed Key Management. Each  
 

with a 256 bit key. The unique key for each  
 

into “key shards” and distributed to users’ 
physical devices.

Untethered From Identity and Access 
Management. 
“approve” on their mobile device. Or launch 

opened without the need to tap approve for 

Seamless Integration and Deployment.  

network drive, in the cloud, or a hybrid of 
the two, Atakama is easily deployed and 
installed within your existing environment. 

 

How it Works

Ransomware  

rise. Atakama can help nullify the harm  
from an attack and eliminate the threat of 

Advanced Endpoint Security: 
that need to be secured: earnings reports, 
HR, M&A, IP, legal, risk, regulatory, PII, etc.

Compliance: Cybersecurity complaince       
programs must address ecnryption of  
data at rest. And it’s what customers and 
regulators have come to expect.

Cloud Enablement: Switching from on-prem 
to cloud has never been safer. Atakama 

live in the cloud.

Encrypted File Transfer: Atakama enables 

the intended recipient is the only person who  

 Combining 

encryption provides a complete security 
solution for identifying & protecting sensitive 
data in real time.
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Atakama provides unparalleled data protection without disruption to users’                 

and by removing barriers that prevent an enterprise from relying on object-level         
encryption, there is no reason not to deploy the strongest possible security: 
encryption.

The Technical Details 

individual level without reliance on usernames and 
passwords. Atakama is deployed for users as a 
light-weight endpoint agent. The agent encrypts 

256 bits. Each key is fragmented into shards, with 
the shards distributed across physical devices, 
including, but not limited to, users’ workstations 
and their smartphones. Shard fragmentation 
uses threshold cryptography: an M-of-N process, 
in which the total number of shards (N) and the 
required number of shards (M) for decryption 
are parameters that can be customized by an 
administrator. There are no usernames, passwords, 
or other memorized secrets for Atakama to operate. 

AUTOMATIC ENCRYPTION AND  
DECRYPTION FOR AUTHORIZED USERS

New key generation occurs automatically. Shards 

is encrypted. Decryption occurs seamlessly, with a 

the smartphone to provide the relevant shards to 

INITIATE CUSTOMIZED USER SESSIONS

decrypted without the user receiving prompts for 

opened during the session.

With the use of sessions, users need not access 
their mobile devices more than once per day, yet 
data remains encrypted until accessed by the user. 
The UX is much like SSO or 2FA. The underlying 
security, however, is far more powerful, as it is not 
permission-based, but encryption-based and with 
no central points of failure.

SEAMLESS NETWORK AND  
CLOUD INTEGRATION

Underlying encrypted data can reside within a 
network drive or within a cloud storage provider 
such as Box, Dropbox, Google Drive, OneDrive, or a 
private cloud. Atakama’s cloud integration enables 
cloud-stored data to remain encrypted at all times, 
thus never having to rely on a cloud provider’s 
authentication or security infrastructure. 

Unlike other encryption solutions, Atakama  
does not interfere with or interrupt existing and 

•   
and cloud storage providers just as they have  
in the past. 

•  Users can search through their encrypted  
data without decrypting it, using Atakama’s  
patent-pending version of Searchable  
Symmetric Encryption. 

•   
window are always available to indicate to the  

•  Users can replace lost devices effortlessly  
without any friction to the user experience.

Cloud  
Integrations

N total shards

M required shards
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